Gb626 Cyber Risk Management and Insurance
Course Syllabus

Professor Name   John J. Hampton

Email   hamptonjohnj@gmail.com
Phone 
201 761-6390


Office Location: School of Business

Office Hours Wednesday 1:00-4:00 or by appointment

Description

This course deals with the role of the risk manager advising on business interruption arising from failures of management information and telecommunications systems. It addresses the complexity of technology, interaction of the web and back office, and security failures. It covers the use of cyber insurance and risk transfer strategies to protect assets, people, and business operations.
Outcomes

Students can expect the following outcomes in this course:

· They will improve written communications.

· They will have a better understanding of ethical responsibilities of the profession.

· They will recognize problems and apply strategic analysis.

· They will reason analytically and make data-driven decisions.

Course materials 

· Textbook. Managing Cyber Risk, www.princetonbooks.com (2018). 

· Study Guide. This is it. It is also the syllabus. Copies can be downloaded from http://www.jackhampton.com. Click the Study Guides button.
Downloading the Textbook

The textbook is available for download at www.princetonbooks.com. The steps are:

· Click Book Title and then Add to cart.
· Proceed to Checkout. Or proceed to checkout with PayPal.

· I’m a new customer. Fill in details. Click Bill to this Address.

· To receive a 25% student discount, enter discount code SPU25.
· Proceed to Payment. Enter information. Pay for order.

· Find your order. Click Download files. Then sign out on top.
· Having Trouble? Email princetonbookshelp@gmail.com

Web Format

· Meetings. None. The class is totally offered via distance learning.
Grading

The grade is based upon.

· Part 1. Exercises. 50 percent of the grade.

· Part 2. Exercises. 50 percent of the grade.
Due Dates for Submissions

Exercises should be submitted by email to hamptonjohnj@gmail.com as follows:
· Part 1. 
Tuesday October 9

· Part 2. 
Tuesday November 6

Note: This course does not use Blackboard for ongoing communications. All communications and submissions are via email.
Submission 1 -- Exercises on Cyber Risk
They are printed at the end of this syllabus. They cover:
Chapter 1. Forms of Cyber Risk.
Chapter 2. Hacking and Cyber Security

Chapter 3. Cyber Risk in Organizations
Chapter 4. Cyber Risk Management.

Submission 2 -- Exercises on Cyber Risk Insurance
Chapter 5. Cyber Insurance.
Chapter 6. Insurance Law.

Chapter 7. Cyber Insurance Underwriting.

Chapter 8. Brokers, Agents, and Claims.

Chapter 9. Cyber Property Insurance.

Chapter 10. Cyber Liability.

Chapter 11. Cyber Reinsurance.

Requirements for Completing the Exercises

· Complete all exercises with at least 50% of them using the engaged format described below.

· Answer each question in your own words after reading the applicable text or finding appropriate Internet material.

· Show you understand the point of the exercise. Add a little something to it.

· Choose either the basic or engaged format for each exercise.
Basic Format Example

Question: What are examples of a speculative risk not named in the book?

Basic Format Answer A speculative risk exists when we have the possibility of a loss along with the chance to make a profit. Examples are betting on horse races, buying stocks and bonds, and real estate investment. This differs from a pure risk where only a loss is possible.

Engaged Format Answer 
A speculative risk exists when we have the possibility of a loss along with the chance to make a profit. Examples are betting on horse races, buying stocks and bonds, and real estate investment. This differs from a pure risk where only a loss is possible.


Since we know that pure risk is a risk in which loss is the only possible outcome, there is no beneficial result. Pure risk is related to events that are beyond the risk-taker's control and, therefore, a person cannot consciously take on pure risk.


An example is the possibility that a person's house will be destroyed due to a natural disaster. In this example, it is unlikely that there would be any potential benefit to this risk.


There are products that can be purchased to mitigate pure risk. For example, flood insurance can be used to protect homeowners from the risk that their homes will be destroyed by an overflowing river. Other examples of pure risk events include premature death, identity theft, and career-ending disabilities.

Submitting the Exercises

Carefully follow these submission guidelines to avoid delays that affect grading. 
· Copy the exercises from the Study Guide to a separate MS Word file for part 1. 

· Repeat the process to a different MS Word file for part 2.
· Save each file with the name <Your last name> Gb626 Part#.
· Answer each question in order. 

· Send a single MS Word document for each part as an attachment to an email to hamptonjohnj@gmail.com. Do not use BlackBoard for submissions.
Confirmation

The instructor will confirm receipt of the exercises and project within four days. If no confirmation is received, query the instructor.

SUBMISSION #1 CYBER RISK
Exercises 1. Cyber Insurable Risk.
1.  With respect to your use of the Internet, what is an example of an exposure? An uncertainty? A missed opportunity?

2.  When I sign on to the Internet, I know I am accepting risk but I have never been exposed to a missed opportunity. Do you agree? Explain your reasoning.

3.  With respect to your use of the Internet, have you ever taken a speculative risk? If yes, what was it? If no, would you ever consider taking it?

4.  Identify a frequent risk that you take when you sign on to the Internet. How do you protect yourself from it?

5.  Search the Internet for a recent example of a company suffering a loss as a result of an Internet-related physical risk. Describe what happened.

6.  Search the Internet for a recent example of a company suffering a loss as a result of an Internet-related moral risk. Describe what happened.

7. Identify a severe risk that you take when you sign on to the Internet? How do you protect yourself from it?

8.   Search the Internet for a recent example of a company suffering a loss as a result of an Internet-related behavioral risk. Describe what happened.

9.  Think about your own use of computers and the Internet. Have you ever had an incident, emergency, crisis, disaster, or catastrophe? If yes, explain what happened? If no, why do you think you were so lucky?

Exercises 2. Malicious Software, Hacking, and Cyber Security

1. Have you ever been the victim of a malware attack? If yes, what happened? How did you handle it? If no, describe how you use computers and the Internet so it has never happened to you.

2.  Someone stole Janet’s contact list and sent everybody advertisements as though they came from Janet. Her friend said, “You were the victim of a rootkit. I am sure of it.” Do you agree with the friend? Explain your reasoning. 

3.  Someone installed malware on Carlo’s computer. It records his purchases on Amazon and other sites and reports them to an agency that sends Carlo advertisements for other products. This is not a big deal. Do you agree? Explain your reasoning.

4. Use the Internet to find a story about a phishing scam. Describe what you found. Do you think people will fall for it? Explain your reasoning.

5.  After searching Amazon.com for a new Fall outfit, you receive an email titled, “New Fall Arrivals from Michael Kors -- 70% OFF.” You find an item you want that comes with free shipping. What do you do now? Be specific.

6.  With respect to the story in the textbook of the Email from Chase Bank, do you think the extra text material will fool anti-spam software? Why or why not?

7.  In many ways we are fortunate to have honest hackers. Do you agree? Explain your reasoning.

8. What is the difference between a honeypot and a watering hole?

9. Some observers believe that Anonymous is an example of a cyber terrorist? Do you agree? Explain your reasoning.

10. Some observers think the Sony PlayStation attack was serious while the Ashley Madison hack was relatively insignificant. Do you agree? Explain your reasoning.

11.  An IT manager argued that we only need heuristic-based detection and we should stop fooling around with the weaker signature-based approaches. Do you agree? Explain your reasoning.

12.  An IT manager claims that an Intrusion Detection System (IDS) is all the company needs and therefore it should not purchase an Intrusion Prevention System (IPS). Do you agree? Explain your reasoning.

Exercises 3. Business Cyber Risk.

1.  What is the difference between Internet risk and cyber risk? Be specific.

2.  The Disneyland theme park in California faces tangible and intangible cyber risk. Which could cause it the greatest harm? Explain your reasoning.

3.   What is the most important lesson we learned from the Anonymous attack on BART? Be specific.

4.  A company estimates it can suffer a loss up to $2 million any time it suffers a hacking attack on its computer network. It can significantly reduce the likelihood of successful attacks if it makes a one-time expenditure of $12 million to redesign the system. The CFO thinks a design is not a good idea. Do you agree? Explain your reasoning.

5.  With respect to the big loss at Sony Pictures as a result of the hack related to the movie “The Interview,” do you think anyone at Sony should be blamed?” Explain your reasoning.

6.  Some people think the government should block us from accessing the Dark Web. Do you agree? Explain your reasoning.

7.  Other people think we should restrict access to the Internet until a more secure version can be developed? Do you agree? Explain your reasoning.

Exercises 4. Cyber Risk Management.

1. With respect to the story of the automated warehouse, identify one risk to be avoided. Explain your reasoning.

2. With respect to the story of the automated warehouse, identify one risk to transfer via the mechanism of insurance. Explain your reasoning.

3. Of the three questions for Blockbuster, why do you think they failed to ask them? Explain your reasoning.

4. Most CEOs are aware of cyber risk and understand the need for serious protection of their network systems. Do you agree? Explain your reasoning.

5. For most organizations, the role of the CIO is more important than the role of the CTO. Do you agree? Explain your reasoning.

6. A physical breach has more potential for occur than an electronic breach because people are careless with securing data and equipment. Do you agree? Explain your reasoning.

7. No computer system can ever be secure if it is attached to the Cloud. Do you agree? Explain your reasoning.

8. A company’s internal computer network can be relatively secure if it does not connect to the Internet. Do you agree? Explain your reasoning.

SUBMISSION #2 CYBER RISK INSURANCE
Exercises 5. Cyber Insurance.

1. Nobody can predict the likelihood or severity of a cyber attack. Thus, it is almost impossible for an insurance company to set the level of premiums for a cyber insurance policy. Do you agree? Explain your reasoning.

2. The textbook argues that Disneyworld is a unique cyber risk. Do you agree? Explain your reasoning.

3. With respect to a cyber indemnity calculation, is it more difficult to determine the direct cost, indirect cost, or consequential expenses? Explain your reasoning.

4. Assume you are the risk manager for a hospital and decide that you want to purchase insurance to reimburse you if a hacker steals your patient records and demands ransom to get them back. Search the Internet for an article on the current situation with availability of data breach insurance. Is coverage likely to be available? Explain your reasoning.

5. Based on your search for the previous question, what company would you approach first for cyber coverage? Explain your reasoning.

Exercises 6. Insurance Law.

1. Assume you are the insurance company in the story of insuring a supercomputer. How much coverage would you be willing to give to the company? How much of a deductible would you require? Explain your reasoning.

2. A risk manager has a computer server in a factory located close to a machine that handles highly toxic chemicals. He requested coverage for loss of the server but did not tell the insurance company about the chemicals. Is this concealment? Explain your reasoning.

3. A security team has been working for weeks trying to remove a virus from a computer network. Every time it is deleted, the virus subsequently reappears and destroys data. The company applied for insurance to cover a loss of critical records and electronic intellectual property at a time when the virus was not active. It did not tell the insurance company about the virus problem. Is this fraud? Explain your reasoning.

4. A company purchased cyber insurance and agreed to screen employees to be sure it was not hiring anyone who had a previous association with known hackers. Subsequently, it hired a gray hat hacker as a member of its security staff. When the company suffered a loss of data from a computer attack, it filed a claim. The insurer denied the claim and declared the policy to be void. Will a court agree with the insurer? Explain your reasoning.

5. A law firm hired a computer services firm to operate its data center. It also purchased insurance protecting it from lawsuits if a client’s data was lost as a result of a virus. An employee of the services firm failed to install a required antivirus software. The law firm was sued and the insurer paid the damages. Can the insurer pursue reimbursement from the computer services firm? Explain your reasoning.

6. Some people think Lloyd’s of London is the best place to go for cyber insurance coverage. Do you agree?

Exercises 7. Cyber Insurance Underwriting.

1. Some observers believe we can never predict the likelihood of a cyber attack. Thus, insurance is not a viable risk management tool to transfer cyber risk. Do you agree? Explain your reasoning.

2. A company relies upon the hardware of another company to store its sensitive data. It asked an insurance company to cover the cost of a cyber attack on the other company’s computers. An insurer will deny issuing a policy because of a lack of insurable interest. Do you agree? Explain your reasoning.

3. A social media company asked an insurance company to provide cyber coverage at the same rate as it offers to banks. The insurance company claims that would be adverse selection. Social media companies are more risky than banks with respect to cyber risk. Do you agree? Explain your reasoning.

4. An observer believes that all cyber insurance decisions involve judgment rating and it is a waste of time to consider schedule or experience rating in the underwriting process. Do you agree? Explain your reasoning.

5. The text argues that the national news is very important as a source of cyber risk information. Do you agree? Explain your reasoning.

Exercises 8. Brokers, Agents, and Claims.

1. A retail broker knows the company. A wholesale broker knows cyber risk. Who is more qualified to help a company select cyber risk insurance? Explain your reasoning.

2. With respect to the survey showing that data breach was a more significant risk than supply chain disruption, do you agree this would be true for amazon.com? Explain your reasoning.

3. A company has a cyber risk insurance policy with a deductible of $500,000 and a limit of $5 million. It purchased an excess policy that has an attachment point at $7 million and a limit of $20 million. The excess policy omits data breach that is covered in the basic policy. Is this a good structure? Explain your reasoning.

4. An observer says an insured does not need a consent-to-settle provision in a data breach policy. Do you agree? Explain your reasoning.

5. Another observer says an insured should resist a hammer clause in a cybercrime policy. Do you agree? Explain your reasoning.

Exercises 9. Cyber Property Insurance.

1. For the two forms of disruption risk, lost profits and extra expenses, which is likely to be a large loss with data breach for a construction company? Explain your reasoning.

2.  A company has personal computers and system servers on its premises. Are these likely to be covered as fixtures and business personal property with cyber insurance? Explain your reasoning.

3. An observer claims an all-risk policy is not as good as a named-perils policy for covering a cyber-attack that steals personal information from a bank. Do you agree? Explain your reasoning.

4. When would an insured prefer an agreed upon value policy instead of a replacement policy for coverage of a cyber risk?

5. A department store chain wants a data breach policy with a limit of $2 million per occurrence and $10 million aggregate limit. The insurance company responds to choose one or the other. Which would you recommend? Explain your reasoning.

Exercises 10. Cyber Liability.
1.  A computer services company designed a computer program that failed to work. The company sued and asked a court to order to fix it. Do you think the court should order the specific performance? Explain your reasoning.

2. An insured had a cyber breach and was the victim of a class-action lawsuit. The company had a cyber risk policy that precluded coverage for “failure to follow minimum required practices.” Those practices were not specified. During the trial the insurer learned that the company had not regularly checked and maintained security patches on its system. The insurer declared the policy to be void. Will a court uphold the agreement and force the insurer to reimburse the loss? Explain your reasoning.

3. A automobile dealer hired a computer programming company to write customized software to operate the business. The vendor promised to install the strongest possible antivirus software. A year later the system crashed wiping out all the data and damaging the server from overheating. The automobile dealer accused the programming company of negligence. Do you agree? Explain your reasoning.

4. An insurance company wrote a cyber liability policy with a $4 million policy limit and agreed to perform its duty to defend within policy limits. It wrote a similar policy with a $3 million limit and defense costs outside limits. The premium was the same for both policies. Which is better for the insured? Explain your reasoning.

5. An airline has a data breach policy that pays $3 million per occurrence. A cyber-attack caused $1.2 millions of damage. The next morning a second hacker stole credit cards resulting in a second loss of $400,000. How much does the insurance company have to pay under the terms of its policy? Explain your reasoning.

6. A claim-made policy can be endorsed for an extended period of time up to five years. If you were an insured would you buy an extension? If yes, for how long? If no, why not?

Exercises 11. Cyber Reinsurance.

1. An insurance company wants to offer a network systems disruption policy to The National Football League for liability coverage during the week of the Super Bowl. What policy limit would you recommend? Be specific and Explain your reasoning.

2. The NFL policy in the previous exercise will be covered partly with a facultative reinsurance agreement. What is another example of an industry or situation where an insurance would seek facultative reinsurance to support a high-limit primary insurance policy?

3. An insurance company wants to offer a McDonald’s a policy to cover the electrical and communications equipment in 4,000 stores. It wants to purchase reinsurance to back up the coverage. Is this a situation for facultative or treaty reinsurance? Explain your reasoning.
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